QUICK REFERENCE GUIDE

ZORM

Completing Prequalification Tab in ZORMD IN ACTION

(Guide for Supplier)

This is a guide to assist in completing the Prequalification Tab as part of Z's Supplier Management Module in
ZORMD.

Why is Z asking their suppliers to provide information into its ZORMD Supplier Management Module? Legally Z
has an obligation to ensure certain risks are minimised and that the Public and Z staff remain safe when they
are at any of Z's operating locations. Thus, Z needs to assure that any suppliers undertaking work for Z have
the required quadlifications, processes, and procedures fo complete this work safely. The pre- qualification
process gives all of Z's suppliers the opportunity to share relevant information that provides Z with the
assurances required in order that Z is confident to engage with each supplier. The process also gives the
opportunity for Z's suppliers to upskill and improve their business which will aid them in future business activities.

Z currently accepts a Health and Safety Management System (HSMS) prequalification assessment by either of
the following two industry recognised prequalification schemes, Totika or ISN. The assessment must meet a
performance standard acceptable to Z for the type of works to be conducted.

A summary of the process for obtaining prequalification is provided on the web page, Working safely af 7
stations | Z Energy.

Note that the HSMS assessment is normally valid for a specified period, after which the assessment must be
revalidated.

Prerequisite: Getting into ZORMD - Supplier Management Module
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How to Complete Prequalification Stage

To complete the Prequadlification Stage,
please do the following:

Prequalification - Supplier Representative

1. Click on the +Add button.

2. Click Complete button at the end of
the form to submit your answer.

Notes:
1. When you have completed the action,

the circle will change from O fo Q

2. The forms available to
you will vary depending on your
organisation and our partnership risk
profile.

3. Once submitted, each @ closcd
form will be reviewed by
corresponding Z Specidalists for review

and approval. S ———

Assignee: Matau

v/ Completed

a
Stewart

v Mark as Complete |I
v

Information required in each Prequalification form

Key information:

+ Each form will provide the context and purpose of the form. You can also see who your Contract and
Supplier Manager is or the Z Specialist who will be reviewing the entry and what will happen next once the
form is completed.

« Itisimportant that you click Complete at the end of each form. This is to ensure the submission is
automatically noftified to Z Specialists who will review and approve the details. Once approval is given, the
workflow progresses to the next stage.

+ ZORMD automatically sends you an email should you be required to update key information or if we need

to follow up. The actions assigned are available on the right-hand side of the screen (refer to How to
Complete Prequadlification Stage).
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Supplier Details Form
* Reviewer: Z Procurement Team Update frequency: as
required.

» The information provided in this section by our Suppliers
helps us understand more about who we are working
with, what services can be provided and provides

»  Suppliers a key contact from Z.

Information required:

*  General Information and Contact Details

*  Your Z contract managers details — this is prepopulated
for you.

* Scope of Supply

Supplier Details

SUPPLIER MANAGEMENT DETAILS

What
Suy

« Mita Puspitasari

er? Product = "We are connected’: N/A Contract Manager: Mita Puspitasari

this form will for bya Specialist. in
Supplier Manager. You will be notified of the outcome of this review.
Itis your responsibility. as the Supplier to maintain the

with your

to

GENERAL INFORMATION & CONTACT DETAILS

Organisation registered name *

ste this name must matcl

Does your organisation currently operate under any other name? *
Yes No

Mailing address *

city®

Zip/Postal Code *

Don't know the Post Code? Check

d in this form up to da

Insurance (If applicable)
Reviewer: Z Procurement Team
Update frequency: as required.

It's important to Z to make sure when working with our
Suppliers, that we are not bringing any exira financial risk to

our business.

Information required:

+ Public Liability Insurance - General Liability policy
provides cover for legal liability arising in respect to third
party personal injury or property damage, resulting from
business activities and/or product supply.

*  Professional Liability Insurance - Professional Indemnity
policy is required to provide indemnity for third party
financial loss arising from professional services provided
by the Supplier. (Only applicable if Supplier is providing
professional services such as design, engineering,
consulting services).

+  Motor Vehicle Third Party Liability Insurance - Motor
vehicle third party liability provides cover for damage
caused to third party property by the motor vehicle
driver.

We ask a policy certificate is provided for each of the
relevant insurances. This is to make sure the policies are in
place, cover the Supplier & relevant subsidiaries, are valid &
for the correct amount of cover required.

Note:

*Insurance details need to be uploaded directly into the
Totika Portal (excl. Safe365, ImpacPrequal etc) and/or ISN
Portal for We're Connected suppliers

Insurance

SUPPLIER MANAGEMENT DETALS

Product W rnected’: N/A Contract Manager Mita Puspitasan
e Wita Puspitasart

PUBLIC LIABILITY INSURANCE

0 of Insurance provided meet the %

. Cortificate of insuranc . - for Public

Expiy cltes of Public Listilty nsuance policy s por provided Certificate of Insurance: *

Contractor H&S Prequal and Insurance Details

APl established Prequal Totika @ - Insurance: Approved

Health and Safety Prequal Details

Totika Certification Expiry Date
11/10/2026

Totika Contractor Status
Performing

Totika Score

100.0%

nsurance Details

Public Liability Insurance Cover ($)
$5000000.00

Public Liability Insurance Expiry Date
01/12/2026

Professional Liability Insurance Cover ($)
$200000000

Professional Liability Insurance Expiry Date
26/12/2026

Motor Vehicle Third-Party Insurance Cover ($)
$10000000.00

Motor Vehicle Third-Party Insurance Expiry Date
31/03/2026
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Supplier Code of Conduct
Reviewer: Z Procurement Team
Update frequency: Annually

The objective of Z's Supplier Code of Conduct (SCOC) is to
set clear expectations of all our suppliers regarding ethical,
social and environmental business practices.

At Z, we are committed to community and environmental
sustainability. We want to work with suppliers who share
these commitments and develop outcomes that benefit
not only Z, but our suppliers, customers, communities, and
the environment.

Information required:

Acknowledgement that Z Energy Supplier Code of
Conduct and Privacy policy is understood and will be
adhered to.

Supplier Code of Conduct

SUPPLIER MANAGEMENT DETAILS

ouafter? Product 9 "We are connected': N/A Contract Manager: Mita Puspitasari
Supplier Manager: Mita Puspitasari

Once complated, this form will be reviewed for acceptance by a Procurement Specialist. You will b notified of th
@ outcome of this review.

Itis your as the Supplier to maintain the inthis fomup to da
te The information submitted in this form need to be revised at least every year. Should this information not be re
vised within such a period. the form will be marked as expired and you will be invited to revise it

Z's SUPPLIER CODE OF CONDUCT

bility

upp

| confirm that | have read and understood the Z Energy Supplier Code of Conduct. *

‘Can your organisation provide Z Energy with relevant i withZ
Eneray's Supplier Code of Conduct if requested?

Modern Slavery (if applicable)
Reviewer: Z Procurement Team Update
frequency: Annually.

Zis now a part of the Ampol Group. As per the Modern
Slavery Act 2018, the Ampol Group has a Modern Slavery
Statement. The Statement is a continued focus on dealing
with modern slavery risk in our supply chains, workplace
and the communities in which we operate.

This due diligence is not designed to “pass or fail” suppliers.
Rather, the purpose of the due diligence is to identify
modern slavery risks within your and your supplier’s supply
chains as well as to identify any remediation efforts to
address these issues in a sustainable manner.

Information required (yes/no response):
- General Modern Slavery Response
- Supply Chain Management
- Child Labour
- Forced Labour, Bonded Labour, Human Trafficking
- Employment Conditions
- Grievance and Redress Mechanism

Modern Slavery

SUPPLIER MANAGEMENT DETAILS

What are you after? Product < "We are connected": N/A Contract Manager: Mita Puspitasari
Supplier Manager: Mita Puspitasari

Once completed. this form will be reviewed for acceptance by a Procurement Specialist You will be notified of th
© outcome of this review.

Itis your as the Supplier to maintain the information contained in this form up to da
to. The information submiitted in this form need to be revised at least every year Should this information not bo re
vised within such a period, the form will be marked as expired and you will be invited ta revise it

Modern Slavery

Mo

General Modern Slavery Response:

Does your organisation have policies and processes to identify, investigate and remedy the risk and any
instances of modern slavery within your organisation?
.
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Safety & Wellbeing (if applicable)
Reviewer: Z Safety & Wellbeing Business Partner

Update frequency: every 2 years or as and when a Totika
or ISN assessment of your health and safety management system
needs to be updated.

Information required:

Z’s Life Savers

+ Acknowledgement that Z's Life Savers are always

+ applied when working for Z or at Z's locations.

. Z Permit to Work System

*  Acknowledgement that you will develop your
organisation and workers' knowledge and practices to meet
Z's Permit to Work System requirements when working at Z
locations.

. Baseline HSSE Prequalification (Totika or ISN)

. Additional Risk-Based Due Diligences

Safety & Wellbeing

SUPPLIER MANAGEMENT DETAILS

What are you after? Product < "We are connected”: N/A Contract Manager: Mita Puspitasari
Supplier Manager: Mita Puspitasari

Z's Life Savers are designed to keep me, my workers and others safe. | acknowledge that | will apply the Life
Savers at all times when working for Z or at a Z location. | will equip my workers so they understand. know
and apply the Life Savers at all times when working for Z or at a Z location.

*

0 Yes

Food Safety Compliance (if applicable) Reviewer: Z Food
Safety Specialist

Information required:

* Contact Details

* Food Safety Compliance Declaration

» Factories and Distribution Centres’ Information
* Copy of Relevant Food Safety Certificates
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Food Safety Compliance

SUPPLIER MANAGEMENT DETAILS

What are you after? Product < "We are connected': N/A Contract Manager: Mita Puspitasari
Supplier Manager. Mita Puspitasari

CONTACTS DETAILS

d cf

Name and Function of the person in charge for Food Safety in your organisation

Email address of the person in charge for Food Safety in your organisation: *

Mobile number of the person in charge for Food Safety in your organisation

Landline number of the person in charge for Food Safety in your organisation




Information Security (If Applicable)
Reviewers: Ampol GRC (Governance, Risk & Compliance) Team
& Z Information Security Team

Updated: once only for Medium risk suppliers, bi-annually for High
risk suppliers and annually for Critical risk suppliers.

Why is Information Security Assessed?

To enable Z to deliver a world class service and products to our
customers, we continuously engage with a large number of third-
party suppliers. Our suppliers are a reflection of us, which is why it is
important that as part of the supplier onboarding process (and
through the contract lifetime with a supplier), we carry out
appropriate levels of security due diligence on the prospective
supplier in order to protect Z, our people, customers, systems and
information.

The Information Security Supplier Assessment is designed fo
support us in third-party engagements and provides a guide to
identify and treat any information security risk in the supplier
relationship.

Information required:
e Contact Details for a Supplier Representatives
e Depending on how the Supplier Manager has
answered the initial New Supplier form, they may be
asked about the following in relation to Information
Security:
o Internal Security Policies/Programs
Security Confrols
Business Continuity and Disaster Recovery
(BCD/DR) Plans
Infrastructure Security
Endpoint Protection
Security Testing
Welbsite Security

o O

O O O O

Note: For suppliers to complete prequalification
in relation to Information Security, they will be
directed to the BitSight platform which is what is
used to conduct the Information Security
assessment.

Process Steps:

1)

2)

3)

4)

5)

6)

7)

If a supplier is identified to have
Medium, High or Critical Information
Security risk after the New Supplier form
is filled out (by the Z Supplier Manager in
ZORMD) - the following steps will apply:
The Supplier Representative (as
identified by the Z Supplier Manager)
will receive a heads-up email from the
Ampol GRC team or the Z Information
Security team informing them that they
will undergo a security assessment in
BitSight.

o The Supplier Representative will also
be provided BitSight's privacy
policy and terms of service
information in this heads-up email

The Supplier Representative will receive

an email from BitSight asking them to

register and make an account with the
platform

Once the Supplier Representative has

registered an account with BitSight they

will be sent the Information Security

Supplier Assessment Questionnaire in

BitSight which they are required to

complete

Once the BitSight questionnaire is

completed the responses will be

reviewed by the Ampol GRC team and

if further clarification is needed on a

response the Ampol GRC team will ask

the Supplier Representative using the

‘Messaging’ feature in BitSight

Once the questionnaire has been

answered and the responses are

satisfactory the Supplier Representative
will be notfified of the assessment
outcome (Accepted, Conditionally

Accepted, Not Accepted) and the

assessment outcome will be added into

ZORMD

Once all steps above are completed,

the

Information Security process is finished

(steps 4-8 will repeat on a

biannual/annual basis as required for a

supplier of High or Critical Information

Security risk)

Once each of the forms is completed, Z Specialists will review your submission and proceed accordingly, and you will

be notified of the outcome.

More information
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For more information, contact your Z Contract Manager
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